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Practical method for bi-deniable public-key

encryption

Nikolay A. Moldovyan and Alexander A. Moldovyan

Abstract. There is considered a practical method for public-key deniable encryption that is

free from using any shared key. The method is based on using the public-key encryption algorithm

producing the cryptogram that is computationally indistinguishable from the ciphertext produced

by some probabilistic public-key encryption algorithm. The last is called probabilistic encryption

algorithm associated with the deniable encryption. The proposed algorithm provides deniability

when coercive adversary attacks both the party sending message and the party receiving message.

1. Introduction

The notion of public-key deniable encryption was introduced by Canett et al. in
1997 [1] as cryptographic primitive for using in cryptographic protocols providing
security against so called coercive attacks. There are considered sender-deniable,
receiver-deniable, and sender- and- receive-deniable (bi-deniable) schemes in which
coercive adversary attacks the party sending message, the party receiving message,
and the both parties, correspondingly. In the model of the coercive attack it is
supposed that coercive adversary has power to force a party or the both par-
ties simultaneously to open all the private information relating to the cryptogram
(ciphertxt) after it has been sent, i.e. to open the message and private keys
corresponding the public keys used while encrypting the message. The schemes
proposed in [1] show potential possibility of providing security against coercive at-
tacks, however they do not suite well for practical application because of their low
performance. Potential practical applicability of the public-key deniable encryp-
tion for preventing vote buying in the internet-voting systems [5] and to provide
secure multiparty computations [3] initiated a lot of investigations on developing
secure and practical methods for the public-key deniable encryption [4,6,7]. The
common feature of the deniable encryption schemes is possibility to decrypt the
ciphertext c in di�erent ways, while using the private key corresponding to the
public key used for encryption of the secret message t. Such possibility is possible
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due to using local random value r in the encryption process. In the case of attack a
fake message m is to be opened to coercive adversary and it is to be demonstrated
that the public encryption of the messagem with using some random value r′ 6= r
produces the ciphertext c (this is to be done by the sender) and decryption of the
ciphertext c with using the private key produces the fake messagem (this is to be
done by the receiver). In the case of bi-deniable schemes both the sender and the
receiver should open the same fake message.

In the literature there are known public-key deniable encryption methods that
di�er in the following: i) in using interactive mechanism of the message sending
(interactive schemes), ii) in using secret key shared by sender and receiver of
the secret message (shared-key schemes), and iii) in selecting the fake message
before performing the encryption (plan-ahead deniable encryption schemes). For
practical application it is interesting to use the schemes that are free from using
any shared key and from using many interactive passes of the sending message
protocol. Example of such schemes is presented in [6]. However that scheme uses
both the private key of the receiver and private key of the sender. Besides, that
scheme does not provide bi-deniability.

The present paper proposes a new method for plan-ahead public-key deniable
encryption that uses only receiver's public key in the encryption process and pro-
vides bi-deniability. The described method uses no shared secret key and can be
implemented on the base of currently existing public key infrastructures. The
method includes two interactive steps and performs both the authentication of the
sender and the deniable encryption.

The paper is organized as follows. Section 2 describes the model of the coercive
adversary and the design criteria. Section 3 describes the proposed method based
on the computational indistinguishability between the deniable encryption and
the probabilistic one. Section 4 discusses the practical applicability and the bi-
deniability provided by the method. Section 5 concludes the paper.

2. Model of the coercive attack and design criteria

There is assumed the model of the coercive attack in which, after ciphertext has
been sent from the sender to the receiver of the message, the coercive adversary
has possibility to force both the sender and the receiver to open the following:

- the plaintext corresponding to the ciphertext;
- the private keys of both the receiver and the sender.
- the decryption algorithm output of which depends on each bit of ciphertext.
In the last item it is assumed that the output of the opened decryption algo-

rithm represents the opened plaintext (a fake message), while using the opened
private keys. Besides, the adversary can send a ciphertext containing both the
secret and the fake messages and then to force the receiver to disclose the cipher-
text. If the receiver will not open the secret message known to adversary, then
the last attack is considered as successful one, since the adversary is able to prove
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that the receiver is lying.
To resist such attack the following design criteria are proposed for constructing

a practical public-key deniable encryption scheme:
1) the scheme should include two interactive steps and perform authentication

of the sender as its internal procedure;
2) the deniable encryption should be performed with using only receiver's public

key and random values (i.e. the encryption process should be performed without
using the public key of sender and without using a shared key);

3) a probabilistic public-key encryption algorithm should be associated with the
deniable encryption algorithm and the ciphertext generated by the last algorithm
should be computationally indistinguishable from the ciphertext generated by the
�rst one.

3. Proposed method

Let Alice be the sender of the secret message t and Bob be the receiver. The
generalized description the proposed method is illustrated by the following two-
step protocol:

1. Bob generates a random value r and his signature SignB(r) to r and sends
SignB(r) and r to Alice.

2. Alice veri�es the signature SignB(r). If the signature is valid, then she
generates a fake message m and, using Bob's public key and r, encrypts simul-
taneously the messages t and m, and gets the ciphertext c that coincide with
ciphertext generated by some probabilistic encryption of the fake message m with
using Bob's public key and some random value r′ 6= r. Then Alice computes
her signature SignA(c) to ciphertext c and sends the signature SignA(c) and the
ciphertext c to Bob.

After receiving the ciphertext Bob veri�es the signature SignA(c). If the sig-
nature is valid, then he accepts the ciphertext as that containing a message from
Alice, otherwise he rejects the ciphertext. For practical implementation of the
protocol it is supposed to use some standard public key infrastructure (PKI) to
perform signature generation and signature veri�cation procedures, for example,
PKI relating to using the ElGamal digital signature algorithm [2] with public keys
y computed as follows: y = ax mod p, where p is a 2048-bit prime such that num-
ber p− 1 contains a 256-bit prime divisor q, a is a primitive element modulo p, x
is the private key. It is also supposed to implement the public encryption using
the algorithm, like the ElGamal public encryption algorithm [2], and Bob's public
key yB = axB mod p, where xB is Bob's private key, i.e. the deniable encryption
procedure uses the same PKI that is used for digital signatures.

To satisfy the design criteria in the proposed method at step 1 the value r
is generated using the formula r = ak mod p, where k is a randomly selected
number (1 < k < p − 1). This gives possibility for Alice and Bob to compute
the same pair of random values Z and K such that no other person can compute
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one of these values, using the publicly known parameters and values sent via
communication channel. The deniable encryption is performed so that it generates
the same ciphertext as that generated by the following associated public encryption
algorithm.

Associated public encryption algorithm.

1. Generate random values r′ < p and w < p− 1 and compute the value
W = aw mod p.

2. Using Bob's public key yB compute the value Z = yB
w mod p.

3. Solve the following system of linear congruences with unknowns c1 and c2:{
Zc1 + Z2c2 = m mod p

c1 = r′c2 mod p

4. Send to Bob the ciphertext represented by the triple (W, c1, c2).

Bob decrypts the ciphertext (W, c1, c2) into the fake message using the following
algorithm.

Associated decryption algorithm.

1. Using his private key xB Bob computes the value Z = W xB mod p.
2. Then he computes the fake message m = Zc1 + Z2c2 mod p.

The proposed method for deniable encryption of the secret message t < p is
described as follows.

Two-pass public-key deniable encryption protocol.
1. Bob generates a random value k < p − 1 and computes the value r =

ak mod p. Then he computes his signature SignB(r) to r and sends the values
SignB(r) and r to Alice.

2. Alice veri�es the signature SignB(r). If the signature is invalid she termi-
nates the communication session. Otherwise she generates a fake message m < p
and a random value w < p−1 and computes the value W = aw mod p. . Then, us-
ing Bob's public key yB and the value r, Alice computes the values Z = yB

w mod p
and K = rw mod p and solves the following system of linear congruences with un-
knowns c1 and c2: {

Zc1 + Z2c2 = m mod p
Kc1 +K2c2 = t mod p

.

Then Alice computes her signature SignA(r) to message r and sends the signa-
ture SignA(r) and the ciphertext c = (W, c1, c2) to Bob. He veri�es the signature
SignA(c). If the signature is invalid, then he rejects the ciphertext.

To compute the secret message Bob performs the following procedure.

Decryption algorithm.
1. Using the value k Bob computes the value K = W k mod p.
2. Then he computes the secret message t = Kc1 +K2c2 mod p.
In the case of the coercive attack Bob opens his private key and performs the

following procedure.
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Dishonest decryption algorithm.
1. Using his private key xB Bob computes the value Z = W xB mod p.
2. Then he computes the fake message value m = Zc1 + Z2c2 mod p.

4. Discussion

The proposed method implements design criteria 1, since Alice responses random
request r sending her signature to ciphertext c that depends on r. It implements
design criteria 2, since Alice's public key is not used at the stage of deniable encryp-
tion. Design criteria 3 is also evidently implemented and one can easily compute
the random value r′ = c1/c2 mod p that de�nes the associated public encryption
algorithm generates the cryptogram c = (W, c1, c2) sent to Bob. The last criteria
is essential for providing resistance of the method to the two-side coercive attack.
In the case of such attack Alice opens the fake message m that after performing
the associated public probabilistic encryption with using Bob's public key and ran-
dom value r′ de�nes formation of the ciphertext c. Correspondingly, Bob opens
his private key with which the associated decryption algorithm outputs the fake
message m, each bit of m being dependent on each bit of the ciphertext c.

Due to performing the sender authentication subprocedure the method resists
the coercive attacks in which the adversary tries to initiate the deniable encryption
protocol participating as sender and trying to convict Bob is lying. Attacks in
which the coercive adversary tries to participate as receiver (suppose the adversary
uses the values SignB(r) and r sent by Bob earlier) and trying to convict Alice is
lying are also not e�cient, since Alice uses random value w that de�nes randomness
of the values K and Z for each session of sending a secret message. In the case of
the last attack Bob opens the fake message m and refers to using the associated
probabilistic public encryption and random input r′. If the attacker is not able to
solve the discrete logarithm problem in the GF (p) �nite �eld (it is assumed this
problem is computationally intractable in the case of the used prime p), then he
is not able to prove the ciphertext contains some other message di�erent from m.

The proposed method for public-key deniable encryption represents interest for
practical application due to the following its merits:

-it provides bi-deniability of the encryption;
-it is su�ciently fast (its performance is only about two times lower than per-

formance of the ElGamal public encryption algorithm [2]);
-it is implemented as two-pass protocol in frame of which procedure of the

receiver's authenticating the sender is performed;
-its overhead in terms of the cryptogram size is comparatively low (only 50%

larger than the size of the ciphertext produced by the ElGamal public encryption
algorithm while encrypting secrete message t);

-it can be easily implemented with using computations on elliptic curves and
practically applied on the base of currently existing PKIs.

Implementation of the proposed method on the base of computational di�culty
of the discrete logarithm problem on elliptic curve is of special practical interest,
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such implementation has some peculiarities, connected with the fact that a ran-
dom value x only with probability about 0.5 de�nes an abscissa of some elliptic
curve point, though. However the general construction of the public-key deniable
encryption protocol based on using computations on elliptic curve can remain the
same, like described in section 3.

5. Conclusion

It has been proposed a practical and computationally e�cient method for public-
key deniable encryption. The method is implemented as two-pass protocol in-
cluding mechanism for deniable encryption and mechanism for authenticating the
sender of the ciphertext. Bi-deniability of the method is based on associating a
probabilistic encryption algorithm with the deniable encryption algorithm in such
a way that both algorithms produce the same ciphertext. Due to using authenti-
cation of the sender the method resists the coercive attacks in which the adversary
masquerades as sender. Important merit of the proposed method is its using the
standard PKI. The paper presents the implementation of the method with using
computational di�culty of the discrete logarithm problem in the �nite �eld GF (p).
It can be similarly implemented with using the discrete logarithm problem on el-
liptic curves, however detailed consideration of such implementation represents
interest for independent research.
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