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Generating huge quasigroups from small non-linear

bijections via extended Feistel function

Smile Markovski and Aleksandra Mileva

Abstract. Quasigroups of huge order, like 2256 2512 91024 that can be effectively con-
structed, have important applications in designing several cryptographic primitives. We
propose an effective method for construction of such huge quasigroups of order r = 22" for
small fixed values of s and arbitrary values of ¢; the complexity of computation of the quasi-
group multiplication is O(log(log(r))) = O(t). Besides the computational effectiveness,
these quasigroups can be constructed in such a way to have other desirable cryptographic
properties: do not satisfy the commutative law, the associative law, the idempotent law, to
have no proper subquasigroups, to be non-linear, etc. These quasigroups are constructed by
complete mappings generated by suitable bijections of order 2° via extended Feistel network

functions.

1. Introduction

The cryptographic community started dealing with quasigroups (or Latin squares,
as their combinatorial counterpart) for producing different kinds of crypto-
graphic primitives two decades ago. Authentication schemas have been pro-
posed by J. Dénes and A.D. Keedwell (1992) [4], secret sharing schemes by
J. Cooper et al. (1994) [3], a version of popular DES block cipher by using
Latin squares by G. Carter et al. (1995) [2], different proposals for use in
the design of cryptographic hash functions by several authors [10, 12, 20, 26],
Latin squares in cipher systems (2003) [14], PRNG based on quasigroup string
transformations by S. Markovski and al. (2005) [19], a hardware stream cipher
by D. Gligoroski et al. (2005) [9], a public key cipher by D. Gligoroski, S.
Markovski and S.J. Knapskog (2008) [11], and many others.

A quasigroup is a groupoid (@, ) that satisfies the property each one of
the equations a * x = b and y * a = b to have a unique solution x, respectively
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y. When (@ is a finite set, the main body of the Cayley table of the quasi-
group (@, *) represents a Latin square, i.e., a matrix with rows and columns
that are permutations of Q). In cryptographic applications the quasigroups
are usually used in two different ways. If they are of relatively small order
(|Q] = 4,8,16,32), then the designers iteratively apply them many times
(e.g., 80 times in EDONS8O [9]). On the other side, for obtaining fast and
secure cryptographic systems with a few iterations, finite quasigroups of huge
order (called huge quasigroups) are needed. Here, by huge order we mean
Q| =2", n=16,32,64,128,....

Huge quasigroups can not be represented by Cayley tables and one should
define them by using suitable functions. The cryptographic qualities of the
huge quasigroups depend on the functions that are used for their definitions.
By a quasigroup of a good cryptographic quality we mean a finite quasigroup
that is non-commutative, non-associative, non-idempotent, without right or
left units and without a proper subquasigroup. The algebraic degree of the
quasigroup should be as high as possible, at least 2. Also, they should not
satisfy identities of the kinds x * (... * (x*y)) =y and y = ((y * ) * ...) x x for

! !
some [ < 2n, where n is the order of the quasigroup.

Here we use modified Feistel networks [8], that we call extended Feistel
networks, to define huge quasigroups. A Feistel network takes any function
and transforms it into a bijection, so it is commonly used technique for cre-
ating a non-linear cryptographic function [6], [16]. Using a Feistel network
for creating a huge quasigroup is not a novel approach. Kristen |21]| presents
several different constructions using one or two Feistel networks and isotopies
of quasigroups. Complete mappings, introduced by Mann [17| (the equiva-
lent concept of orthomorphism was introduced explicitly in [5]), are also useful
for creation of huge quasigroups. In [21] complete mappings with non-affine
functions represented by Cayley tables or with affine functions represented by
binary transformations are used for that aim. The main disadvantages of the
previously mentioned constructions is the lack of efficiency in one case and the
lack of security in other case. Namely, the Cayley table representations need a
lot of memory, and the affine functions have no good cryptographic properties.

In this paper we conjunct these two approaches. In fact, we use extended
Feistel networks as complete mappings to generate huge quasigroups of order
r=2%2". We only need to store small permutations of order 2°, s = 4,8, 16.
We show that the quasigroups obtained by our construction satisfy the secu-
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rity properties mentioned above (i.e., they are not: commutative, associative,
idempotent, etc.).

The paper is organized as follows. Quasigroups obtained by complete map-
pings are considered in Section 2, where it is shown that such a quasigroup
has a property that each of its parastrophes is defined by a complete mapping
too. The extended Feistel networks are defined in Section 3, and in Section
4 their algebraic degree is counted. Huge quasigroups defined by extended
Feistel networks are given in Section 5, where their cryptographic properties
are considered too. Conclusion remarks are in Section 6.

2. Complete mappings

Our construction of huge quasigroups is based on quasigroups derived from
groups by using complete mappings. Here we give the needed definitions and
some properties.

Definition 2.1. A complete mapping of a group (G, +) is a bijection § : G — G
such that the mapping ¢ : G — G defined by () = -z +6(z) (¢ = —1 + 0,
where I is the identity mapping) is again a bijection of G. The mapping ¢ is
said to be the orthomorphism associated to the complete mapping 6. A group
G is admissible if there is a complete mapping 6 : G — G.

Question about whether or not a group G is admissible is a subject that
has been extensively studied [13, 22, 23|. It is well-known fact that inverse of
the complete mapping is also a complete mapping of Abelian group (G, +) [7].

Sade proposed the following method for creating a quasigroup from an
admissible group [25]:

Proposition 2.1. Let (Q,+) be an admissible group with complete mapping
6. Define an operation e on Q) by:

vey=~0(z—y)+y (1)
where x,y € Q. Then (Q,e) is a quasigroup. (Then we say that (Q,e) is
derived by 6.) O

In the sequel, we will consider only complete mappings of the Abelian
groups (ZY,®y), where @, denotes the operation bitwise XOR of words of
length n bits. The results of Paige [22| implies that the groups (Z%,®,,) are
admissible. Then the equation (1) get the form:

zeoy=~0(xd,y) Dpy. (2)
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Proposition 2.2. If 6 is a complete mapping of (23, ®y,), then its orthomor-
phism ¢ = I @y, 0 is a complete mapping of (23, ®y,) too, with orthomorphism
0=1, . O

Example 2.1. Let Q = Z3 = {0,1,2, 3}, where we use the integer notation
0=(0,0),1=(0,1),2=(1,0),3 = (1,1). Define 6 : Q — Q by 0({xg,x1)) =
(xo ® 21,20 @ 1), where x1, o are bits. Table 1 demonstrates that both # and
I + 0 are bijections, and the quasigroup (@, e) is defined by (2).

x B 0(x)

9

9

w N = Oole
O WO
W= O N
— W NN O
N O = WW

)

(0,1)
(1,0)
(0,0)
(1,1)
Table 1: The complete mapping 6 of the group Z32 and the derived quasigroup.

Given a quasigroup (@, f), five new operations f~1,~1f =Y f=1), (71f)~!
and f* on the set () can be derived by as follows.

_%f(ﬂ?,y):Z A f(z,y):x,

fHey) =2 —  flz,2) =y,
)y =2 — flzy) =2 —  f(z,x) =1y,
)M ey =2 — (Y)z,2)=y —  fly,2) ==,
ffry)=2 «— () ey =yz «— [fly,2)==2

The set Par(f) = {f, f~57Y,71(f7Y), (CYf)7L, £*} is said to be the set
of parastrophes of f. |Par(f)| < 6, i.e., some of parastrophes may coincides
between themselves. For each g € Par(f), (@,g) is a quasigroup too and
Par(f) = Par(g) (see [1], [4]). The parastrophes of a quasigroup determine
some identities that can be used for cryptographic encoding and decoding
functions to be defined. For example, by using the identities f~1(z, f(z, 2)) = 2
and f(x, f~Y(z,y)) = y, f and f~! can be taken as encoding and decoding
functions.

The next theorem shows that if a quasigroup (Z3, f) is derived by a com-
plete mapping, then all of its parastrophes can be derived by complete map-
pings too. This fact can be especially useful for encoding and decoding pur-
poses.
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Theorem 2.1. Let 0 : Z5 — Z% be a complete mapping of the group (Z%,®y)
and let (Z3, f) be the quasigroup derived by f(x,y) = 0(x ®py) &py. Then the
following statements are true.

a) (Q,”Yf) is derived by the complete mapping 6 = 0.

b) (Q, f~Y) is derived by the complete mapping A = (I ©, 6~1)7L.
Y (Q, (TYH(f™Y)) is derived by the complete mapping p = I &, 0.
d) (Q,(T1f)7Y) is derived by the complete mapping T = (I B, 6)~ 1.
e) (Q,f*) is derived by the complete mapping ¢ =1 @, 0.

9}

-1
-1
-1

P’I“OOf. a) 71f($>y) =z f(Z,y) =T e(z@ny) Cny=2x
2@y =0"Yz®py) e« 2=0"Y(2®,y) ©ry, and that implies
’lf(x,y) :5(1' Dn y) Ony.
b) fHay) =z f(@,2) =y = 0@ @n2)Bnz =y
‘—>$@n220_1(y@nz) ‘—>$:0_1(y@nz)@n2@n9@ny
— @y =0 YO 2) By Gz — By =TS0 ) (ydn 2)
— T® 0N M z@ny) =yPnze— [ D0 ) Nz ®ny) Gny =2,
and that implies f~'(z,9) = Mz ©n y) ©n v
o) (M@ y) =2 fHzy) =2 flz,2) =y
—0zO1)Ppr=ye— 2@ =01z Dy y)
e z2=0" 2@ Y) PnT B Y By —— 2= T S, 07Nz Dpy) Sn v,
and that implies (“1(f~1))(z,vy) = p(z Dn y) Dn ¥.
d) (') Nzy) =2 o= flo2) =y e fly,2) =2
= O0(Y®n2)Onz=2+— 20, YO 0(z2 Gny) =T Dny
— (I@ne)('z@nfw:x@ny%z@ny:(I@ng)il(w@ny)%
Z = (I ®bn (9)_1($ DSn y) ®n ¥, and that implies (_1f)_1(xvy) = T(LE DSn y) Bn Y.
e) ffx,y)=z— fly,z)=2— 0(yDpx) Bpx =2
[ (z,y) = p(z ©ny) On y. 0

3. Extended Feistel networks

Generally, a group with affine complete mapping do not produces a quasigroup
that satisfies the cryptography needs. Non-affine complete mappings are more
promising. It is very easy to create a table-driven non-affine complete mapping
as long as we don’t care about the order of the quasigroup. Considering huge
quasigroups, practically it is not possible to store table-driven bijections. It is
much more difficult to create a non-affine bijection that is not table-driven and,
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additionally, that is a complete mapping. By using extended Feistel network,
we create a huge non-affine complete mapping from a small table-driven non-
affine bijection.

Definition 3.1. Let (G, +) be an Abelian group, let f : G — G be a mapping
and let a, b, ¢ € G be constants. The extended Feistel network (shortly ExtFN),
Fupe: G?* — G? created by f is defined for every [,r € G by

Fopell,r)=(r+a,l+b+ f(r+c)).
The extended Feistel network Fj, ;. is a bijection with inverse

Flry=0—-b—fl+c—a)l—a).

a,b,c
A Feistel network can be obtained from an ExtFN if we take constants a =
b=c=0.
One of the main results of the paper, that we will use frequently, is the
following.

Theorem 3.1. Let (G,+) be an arbitrary Abelian group and a,b,c € G. If
Fope: G? — G? is an extended Feistel network created by a bijection f:G — G,
then F, . is a complete mapping of the group (G2, 4).

Proof. Let o = —I + Fy ., i.e.,
ol,r)y==,r)+ Fl,r)=(=l4+r+a,—r+1+b+ f(r+c)
for every I, € G. Define the function Q2 : G2 — G2 by

Qlr)=(f'l+r—a-b)—l+a—c fl+r—a—>b)—c).

1

We have Qop=poQ =1, ie., pand {2 =¢ " are bijections. O

In the sequel we will consider only ExtFN of the Abelian groups (Z%, ®,,).

Definition 3.2. Let (G,+) be a group and let f : G — G be a mapping. f is
an affine mapping if f(x +y) = f(x) + f(y) — f(0) for each z,y € G, where
0 € G is the identity element. A linear mapping is an affine mapping f with
£(0) = 0.

Proposition 3.1. Let a,b,c € Z§ and let F,p. : Z3% — 7Z3* be an extended
Feistel network created by a mapping f : Z’g — Zg. Then Fyp . 1s affine iff f

1s affine.
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Proof. Let ly,lz,71,72 € Z5 and let f be affine. Then, since f(r) Sy roOrc) =
f(r1 @ ¢) ® f(r2 @ ¢) @ f(c), we have that F, ;. is affine as well:
Fope((l1,71) @2 (I2,72))
= ((T1 Dr 12 Bp a), (ll P lo B b Py f(T’l P 72 Bi C)))
= [(r ®ra), (L ®rb® f(r1®rc))] ok [(r2Dr a), (lo ®rb®y f(r2 ®g )| Bax
[(0®k a), (0B by f(0B )]
= a,b,c(lla Tl) Dok Fa,b,c(l% 7“2) Dok Fa,b,c(ov 0)7
Let now Fj ;. be an affine function. Then we have
Fape((l1,71) @2 (l2,72)) = Fape(l,m1) @or Fape(lz, m2) Gor Fape(0,0)
and that implies
f(r1 ®rr2 ®p ) = f(r1) &k f(r2) &k f(c)
for each rq,ry € Z’g. We infer from the last equality that f is affine too:
fr1®rra) = f(r1 O (r2 Br ) Br ) = f(r1) Ok f(ra Sr ) Dy f(c) =
f(r1) @k f(0@r 12 Di ) B f(c) = f(r1) Sk f(O) Bk f(r2) B f(c) r flc) =
f(r1) @ f(r2) @ f(0). O

So, if a non-affine ExtFN Fj, ; . created by f is needed as a complete map-
ping, it is enough to take f to be a non-affine bijection.

Proposition 3.2. Let f,g : Z5 — 7§ be bijections, a,b,c,a’,v/,c € 75 and

let Fype, Forp o - Z%k — Z%k be extended Feistel networks created by f and g

respectively. Then the composite function Fyp .0 Fy y o is a complete mapping
ZQ/C

on 25" too.

Proof. Let ¢ =1 @gp, Fyypc0 Fo . Then, for every [,r € Z’Q“, we have
el,r) = ((g(r & ) @ a @ V), (0" ©x b @y fL @KV @k g(r @ ) @ ©))).
Define the function € : Z%k — Z%k by
Q)= ((f ' (r@rd &rb) Ol Oradpc), (g7 (1 Ora®r V) @ ).
It can be checked that Qop = o) = I, i.e., p and Q = ¢! are bijections. [J

Corollary 3.1. If I, . is an extended Feistel network created by bijection f,
then Ff’b’c is a complete mapping of (Z3F,®ay,) too. O

In general, if § is a complete mapping on a group G, #? may not be a
complete mapping on G, as Example 3.1 shows.
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Example 3.1. We have in Table 2 a complete mapping 6(z) on (Z3, ®4) (given

in integer representation) such that 02(33) is not a complete mapping, as it is
shown in Table 3.

T 0(1(2]3|4|5|6 |7 8|9 [10(11]|12|13|14|15
0(x) 1216 | 3| 14|2 |13 |5 9| 811|151 | 7 |4]10] 0O
x@®a0(x) | 12| 7 13

—
=]

83|14/ 0| 2|5 (10(11]|9 |4 |15

Table 2: Integer representation of a complete mapping ().

x 0/ 1] 2 |3 |4]5|6]|7 [8]9|10]11 1213 |14]15
6*(x) |7|5 | 14|10 3|4 |13 |11 |8 |1] 0[6 |9 |2 |15 12
c®s0?(x) | 7| 4] 129 |7 (1 |11|12] 0| 8|10 |13|5 [15| 1 | 3

Table 3: Integer representation of a non-complete mapping 62 (z).

112 | 3|41(5|6 |7 ]|8]9|10 (11|12 |13|14|15
21110

0
3
F(z) 3169 |12(2|7| 8 |13 |14 11|14 |0 |5 |10(15
x@®a F(x) | 3|7 |11 |15 |6 |2 | 14 |10 |9(13| 1 | 5| 12| 8|4 | 0

Table 4: Integer representation of an extended Feistel network F(x).

Example 3.2. In Table 4 we have an example of an ExtFN F' = (o o that is
a complete mapping created by a bijection f such that F? is not a complete
mapping. Namely, F? is the identical mapping, so I @4 F3 = I @4 I is the
constant zero mapping, that maps each = € Z3 into 0.

4. The algebraic degree of an ExtFN

A vector valued Boolean function (v.v.b.f.) is a mapping B : Zo® — Zs', where

s and t > 1 are positive integers; we have a Boolean function for ¢ = 1. Each

v.v.b.f. B can be represented by ¢t Boolean functions b; : Zo® — Zs as follows:
B(zy,...,25) = (bi(x1,...,25),b2(x1, ... Ts)y .., 0p(X1, ..., T5)),

where

bi(z1,. .. xs) = Y1, .., 0i(z1,. .., x5) =y —— B(x1,...,2s) = (Y1, -, Yt).
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Each Boolean function b; can be represented in Algebraic Normal Form as

bi(wr, w2, .. we) = > ar(J]w) (3)

IC{1.2,...s} i€l

where o € Zo, the sum is for the Boolean function XOR and the product is for
the Boolean function conjunction. The right-hand side of (3) can be interpreted
as a polynomial in the field (Zy, +,-) and the degree of b; is taken to be the
degree of the polynomial. The algebraic degree of a v.v.b.f. B is defined as
the maximum of the degrees of its component polynomials (b1, b, ..., bs):

deg(B) = max{deg(b;) | i € {1,2,...,s}}.

Theorem 4.1. Let the bijection f : Z5 — 75 be of algebraic degree deg(f) > 1
and let Fp. : 735 — 72% be an extended Feistel network created by f. Then

deg(Fap.c) = deg(f)-

Proof. Let (a1,...,ax), (b1,...,b;) and (c1,...,cx) be the binary representa-
tions of the constants a,b,c € Z5. The mappings f : Z& — Z& and F, . :
73 — 7.2k are v.v.b.f. and so there are Boolean polynomials q1, g2, - - . , g and
P1, P2, - - -, P2k such that

flay,.. o x) = (@ (21, -y 2k), q2(x1, oo k) - qr(T1, - -, TE))s

Fopelzi,. .. zop) = (p1(x1, ..., 2ok), p2(21, ..., T2k), - - -, P2r(X1, - -, T2g))-

Let deg(f) = max{deg(q;) | i € {1,2,...,k}} > 1. Then there is a t €
{1,2,...,k} such that deg(f) = deg(q:)-

We have Fyp o(21,...,22) = (Tp41 D a1, ..., Top ©ag, 21 © b1 © q1(vp41 ©
Clyeo oy Top DCk)yeny Tk b @ qr(Tps1 Dty ..., Tog D cg)). This implies that
pi(T1, .- Tok) = Tigk ©a;  and  pigg(T1,. .., Tok) = T D b © qi(Tht1 O

Cly. .., Xop @ cg) for each i € {1,2,...,k}. Then, for each i € {1,2,...,k},
deg(p;) = 1 and

0, Vi (qi(@h+1 1., Top B ) = x; D b)
deg(q;), otherwise.

deg(piss) = { ()

So, deg(Fap,c) = deg(f). H

Example 4.1. A bijection f : Z3 — Z3 of deg(f) = 3 is given in Table 5. The
representation of f as v.v.b.f. is f(z1, z2,x3,24) = (q1, q2,93,qs), where
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(21, 22,23, T4) = X1 + T3 + T4 + 2123 + T1T4 + Tox3 + T1T2%4 + T2T3T4,
qg(a:l, T2, T3, T 4) =xo+ 23+ x4+ 124 + 2374 + T 17273,
q3(z1, 22, T3, T4) = T1 + 3 + T1T4 + T1T2X3,

qa(w1, 2, 23, T4) = 1421 +2o+ 24+ 2102+ 2123+ 21 T4+ 223+ T1 X203+ 21 T2 4.

z |01 [2]3[4][5]6]|7]8[9[10]11]12]
fa)[t12]i5[6fa|o3]2]10]s8][3]1]a]5]|7]o0

Table 5: A bijection f of deg(f) = 3.

The Theorem 4.1 implies that we can make non-affine complete mapping
Fyp.c of different non-linearity. Namely, it is enough to choose a non-affine
bijection f of desired degree. An effective construction of a bijection f of
predefined higher degree is an open problem. Note that the maximum degree
of a mapping f : Z’2C — Z’g’ is less or equal than k.

The complete mapping F, ;. has the property that the first & polynomials
are of degree 1. On the other side, the complete mapping Fj}b’c is with better
performances, since Fa bc(a:l, .., x9r) = (A, B), where

A= (xl@bl@ql(warl@cl, e acgk@ck), ca ,xk@bk@qk(ﬂ}k+1@01, e ,$2k@0k)),

B = (21D a1 ®qr(z1 ® b1 @ q1(Tps1 Dy, Top D Ck),. .., T D b @

G(Thp1Dct, .. T D)), Top Dar D @1 Dbt D (g1 B, ..., Top @
i)y Tk Db ® qr(Tpg1 D1y, Top D cr))-

5. Huge quasigroups obtained by a chain of ExtFN

Recall that an ExtFN Fj ;. (a,b,c € Z®) created by a bijection f : Zp® —
Zo*® is a complete mapping, so Fgp. is a bijection on Z% as well. Define

F) oty = Fape and let F<n>a(n> e > 1, be defined. Then, for

some a1 pn+D) (+D) ¢ 7,52 define F(mll)) pntn) onn) 10 be the ExtFN

created by the bijection F((n)) b)) Note that F((n)) B0,

o(m 18 a complete
mapping of the group Z,*%" for each n > 1, hence we have defined inductively a
chain of complete mappings {F 2 () c<")| n=1,2,3,...}in the corresponding
groups. Now, by using (1), one can define a quasigroup of order 252" on the
set Z5%%" for each n > 1.

In applications one needs effectively constructed quasigroups of order
2512 91024 " A huge quasigroup of order 22 can now be designed as follows.

256
2727,
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Take a suitable non-affine bijection of desired algebraic degree f : Zg2t — ZQ2t,
where ¢t < k is a small positive integer (¢t = 2,3,4). Choose suitable constants

a® b0 o) ¢ 7,2

mapping F' = F(f“'k tt)) Bl—t) o) ZQ2k — ZQ2k. Define a quasigroup operation

, 1 <1< k—t, and construct iteratively the complete

e on the set Zy? by (1),ie,xey=F(xdy) Dy, forevery x,y € ZQ2k

Note that we need only k — ¢ iterations for getting F' and a small amount
of memory for storing the bijection f. Hence, the complexity of our algorithm
for construction of quasigroups of order n = 22" is O(log(log n)).

Example 5.1. As starting bijection we can use the bijection f : Zj — Z3
from Example 4.1. So, t = 2. We choose constants (a(,b®, ) = (4,0,0) €
Zg2t+i, 1=1,2,...,7. Now we can construct the following complete mappings,
where [;,7; € Zé, 1 =4,8,16,...:

F{Qo: 28— 7§ as F{g(lars) = ((ra ®41), (lh @4 f(ra)),

Fyoo: 230 — ZF as Fygy(ls,rs) = ((rs @5 2), (Is & Fflo’ows)))

Ey8o 28 — 78 as Fyyo(lie.r16) = ((r16 @16 3), (116 D1 Fa o o(r16))),
le(%)o P25t — 2t as F4(,40),o(l32a 732) = ((732 ®32 4), (I32 ®32 F3 0, o( 2))),
F5(50)0 P Zy% — 1% as F5(,50),0(l64a r61) = ((roa @oa 5), (loa ©oa Fy¢ o ) o(761))),
Fﬁ(fj())’(] 1 7355 — 73%0 as Fé’%),o(ll%’ r128) = ((r128@1286), (1128@128F5 0 0(7“128)))a
F7(,70),0 (25— 751 as F7(,70),o(1256, 256) = (1256 D2567) (l256@256F6 0. 0(7“256)))

We need only 7 = 9 — 2 iterations for getting F7(’70)’0 L 7512 — 7512,

Further on in this section we consider the algebraic properties of the quasi-
groups obtained by the above algorithm. For that aim we take a somewhat
simplified situation when f : Z& — 7k is a bijection and F, . : Z3F — 73
is an ExtFN created by f. We denote by (Q,e) the quasigroup on the set
Q= Z%k derived by the complete mapping Fy, p .

Proposition 5.1. The quasigroup (Q,e) is non-idempotent iff f(c) # b or
a # 0.
Proof. Let (Q,e) be idempotent. Then, for all x € @) we have

zoxr=a Fyp (T Popx) Doz =2 Foyp(0,0) = (0,0)

— a,b,c(a; b Dy f(C)) = (070) «—a=0A f(C) =b. ]
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Proposition 5.2. The quasigroup (Q, ) does have neither left nor right unit.
Proof. Let e be the right unit of (@, ). Then, for all z € @), we have

ree=x— Fyp.(x @ e) Bope =2 — Fypo(x Do e) =x Doy €.

This means that F, ;. = I is the identity mapping. We have now, for every

l,r € Q, that (r & a,l &, b B f(r Bk ¢)) = (I,r) and this implies that

f(r@gc) = a®y b for each r. The last equality contradicts the bijectivity of f.
Let e be the left unit of (@), ). Then, for all x € @, we have

cor=u— Fyp(ePop ) Popx=10— Fyp(eBopz)=0.
This contradicts the fact that F . is a bijection. ]

Proposition 5.3. The equality
(zoy)e(yer) ==z (5)
is an identity in (Q,e).

Proof. (zey)e(yer)=Fopc((zey)Dn(yer)) On(yex)) =
Fa,b,c(Fa,b,c(x ©Sn y) On Y DOn Fa,b,c(y DSn $) @Sn -7;) On Fa,b,c(y Bn $) Onz =2 0

The quasigroups that satisfy the identity (5) are known as Schroeder quasi-
groups (see [15]).

Corollary 5.1. The quasigroup (Q,e) is anti-commutative, i.e., no different
elements of () commutes.

Proof. Let z,y € Q and let zey = yex. By (5), we have x = (zey)e(yex) =
(yox)o(rey)=y. O

Lemma 5.1. Let ¢ = I ®o Fupe. Then oo Fyp. = Fopcop iff a =0 and
flrége) @ flerb®kc®y f(rdgce) =boy f(LOrT Sk b Sk c By f(r & c))
for each l,r € Q.

Proof. Let [,r € Q). Then

o(l,r) = (I @rr@ra), | ©rr SrbOy f(r B €))),
(o Fape)l,r) = ((r Orl ©rb Dy f(r @), (r ©pa @il O f(r O ¢)Bi
JI@rbDy f(r ©rc) Drc))),
(Fapcop)(l,r) = (I @pr @p by f(r Bk ) Bk a), (I Bp 7 Ok a B, bDy,
fl@rr ®pb@y f(r @ c) @ ).
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Hence, we have:

(poFupe)l,r) = (Fapecop)(l,r) ——a=0 A f(rérc) @ f(LSrb Sy
cO®p frdre) =0 f(lPrT BrbBr c B f(r ®k ). O

Lemma 5.2. For the quasigroup (Q, ) we have
ze(yox)=(roy)exr—— (poFupc) (D y) = (Fopeop)(r Do y)
for any x,y € Q, x # y, where ¢ = I Doy, Fyp ..

Proof. ze(yex) = (zey)ex «— Fup (x Bop Fup oy Dok x) Bok ) Bog
Fopo(y ®ok ) Gor & = Fopo(Fope(® Dok y) Ook y Dok ) Dog & ——

Fa,b,c(Fa,b,c(y Dok QZ)) Dok Fa,b,c(y Dok x) = Fa,b,c(Fa,b,c(x Dok y) Dok * Dok y)
> P(Fape(r B2x y)) = Fape(p(z Sar y)). O

An immediate consequence of Lemma 5.1 and Lemma 5.2 is that
re(rex)=(rex)ex——a=0 A f(c)=0.

Now we have the following sufficient conditions for non-associativity of the
quasigroup (Q,e).

Proposition 5.4. Ifa # 0, or f(c) # b, or p o Fapc(x) # Fapeo () for
some x # 0 € Q, then the quasigroup (Q, ) is non-associative. g

It can be checked that the quasigroup (@, ) is associative iff the following
equalities are identities in (Z%, @), where t, z;, T, Yy, Yr, 21, 2 are variables:

t =1 Ok T Ok 21 Ok 2r Ok f(Yr Bk 20 B ©),

t=a®y f(z, Bk yr Sk ©),

t=b® f(x; Dk Y1 D Yr Bk 2r B a B b By c By t) By,
Sk f(21 Ok Y1 Ok b Dy c Dy 1).

(6)

Namely, we can represent x,y,z € Q by = = (x,z,), vy = (1, yr), 2= (21, 2r),

where zy, T, Y1, Yr, 21, 2 € Z5, and then (z e y) e 2 = x o (y @ 2) iff (6) holds

true. This shows that the quasigroup (@, e) is highly non-associative, since a

bijection f can hardly satisfies the equations (6) for given elements z,y, z € Q.
Note that if 0 is a complete mapping of a group (Z%, ®,,), we have

yer=0(yonr)
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(yox) ez =00(y B ) Bt ®px)Bnx=02(y by x)dn
and, by induction, ((yexz)e...)ez =0 (y®, z)®, .
—_——

l
We have also

xoy:Q(x@ny)@ny@nx@nxzap(x@ny)@n%

re(zey)=0(x®,p(xOnY) OnT) Onp(rSny) Gnx :902(x@ny) ©n T
and, by induction, z e (---e (zey)) = o'(z Bny) Op .
l

Proposition 5.5.

a) The identity y= ((yex)e...)ex holds true in (Q,e) iff F., =1I.
\ l / "

b) The identity zeo(---o(xey)) =y holds true in (Q,e) iff ¢' =1,
—_———

!
where o = I Gop, Fyp e ]

Regarding the subquasigroups of the quasigroup (Q, ), we notice the fol-
lowing property, where < A > denotes the subquasigroup generated by the
subset A of Q.

Proposition 5.6. <0>=<{F!, (0)|i=1,2,...} >.
Proof. 080 = F,4c(0), Fupc(0)00 = F2, (0), FZ, (0)e0 = F?

a a,b,c

0),.... O

6. Conclusions

In this paper we have defined a generalization of a Feistel network so called ex-
tended Feistel network, and then we conjuncted two very familiar approaches
of Feistel networks and complete mappings in one novel way for creating quasi-
groups of huge order 252" The starting function f, needed a Feistel network to
be defined, is of small order 2° and it can be chosen in such a way the created
quasigroup to be non-idempotent, non-commutative, non-associative, without
left or right unit, nonlinear,... Although of huge order, the multiplication in
the created quasigroup is highly effective, its complexity is O(t).

The quasigroups of huge orders defined in this paper are suitable for ap-
plications in cryptography. The fact that the constructed extended Feistel
networks are complete mappings 6, such that the mappings #~' and I @y, 6 are
also complete, can be used parastrophes to be defined in a suitable way. So,
these quasigroups can be used for encoding and decoding purposes.
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